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OGC Has Reviewed
MEMORANDUM FOR : Director of Central Intelligence
VIA : Deputy Director of Central Intelligence
FROM : Anthony A. Lapham
1 1

General Counse STATINTL
SUBJECT : Proposed Revision of HR -
REFERENCE : DCI's Notes on 4 Aug DDA Memo Regarding

Approval of HR i STATINTL

1. Action Requested: It is requasted that you review
this memorandum which discusses your comments concexrning the STATINTL
proposed revision of HR [} and approve that revision if
you agree with the treatment accorded those comments.

2. Background: By memorandum of 4 August 1978, you
were requested by the Deputy Director for Administration to  STATINTL
review and approve a proposed revision of Headquarters
Regulation the rather complex Agency regulation which
embodies the many restrictions on intelligence activities
which derive from Executive Order 12036 and various Aqencv
policies. In your notes concerning that proposed revision
you requested the general approval of this Office and also
requested views regarding your comments as to particular
provisions of the regulation. Those views follow:

a. This revision was initiated by the Office of
General Counsel following the promulgation of Executive
Order 12036 and, consequently, has the general approval
of this Office.

b. In paragraph (7) on page 3, you would delete
the words "serious or continuing®™ from the sentence
which provides; "Cases involving serious or continuing
breaches of security shall be reponrted to the Director
of Security, who shall inform the General Counsel."
Your deletion is appropriate in that it would remove an
implied limitation on the security breaches which are
to be reported to the Director of Security. However,
not all such breaches need be conveyed to the General
Counsel and Section 1-707 of Executive Order 12036
requires only that "serious or continuing" breaches be
reported to the Attorney General by the General Counsel.
Thus, we have modified the sentence further to read,
"Cases involving breaches of security shall be reported
to the Director of Security, who shall inform the
General Counsel of serious or continuing breaches.”
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c. You have indicated some doubt regarding the
elaborative sentence in paragraph (3) on page 4 which
explains that for purposes of the prohibitions in E.O.
12036 and HR "electronic surveillance" is not
considered t lude circumstances where any party has
consented to the monitoring of a telephone conversa-
tion. As is explained further on in that paragraph,
this is consistent with the law governing such surveil-
lance in a domestic law enforcement context. Further,
by the very terms of the E.O0. 12036 definition which is
incorporated verbatim in this paragraph, "electronic
surveillance" for these purposes only includes "acquisi-
tion of a nonpublic communication by electronic means
without the consent of a person who is a party to an
electronic communication." (Emphasis added)

d. The elaborative language following the defini-
tion of "physical surveillance" on pages 6 and 7 has
been revised and shortened in response to your concern
that it was too complex.

e. The elaborative sentences on page 10 which you
highlighted and which related to the Agency's authority
and ability to request and assist appropriate electronic
surveillance within the U.S. represented an attempt,
albeit convoluted, to explain applicablé limitations on
this activity and cross-reference other relevant pro-
visions. A further effort has been made to consolidate
simplify, and clarify this portion of the regulation.

f. The provision of paragraph (n) on page 18 as
to which you have indicated some concern represents no
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g. Your comment concerning paragraph (g) on page
19 has not been adopted in its entirety. Because this
provision is a direct quotation from E.O. 12036, the
reference to "this Order" must be changed to "ExXecutive
Order 12036" in order to be meaningful. However,
addition of "regulation" here could have unforeseen
adverse consequences since that change would bar CIA
from lawfully requesting other entities to undertake
activities which they may be perfectly free and legally
authorized to accomplish but which CIA has determined
to bar itself by regulation from undertaking. For
example, under paragraph (d) on page 29, CIA has deter-

mined it will not undertake any analysis project specif-

ically involving collection of information regarding
foreign economic activities of U.S. corporations. If
"regulation” is added to paragraph (g) on page 19, this
could be read to prohibit you or CIA from requesting
such analysis by or from the Department of Energy,
Commerce, Agriculture, or other entities which may not
have adopted this policy.

h. You did not make any specific remarks as to
pages 20 and 21 which are included in your list of
comments. However, the provisions on those two pages
have been reviewed and represent appropriate guidance
as to the extent and nature of permissible CIA relation-
ships with law enforcement authorities.

i. Similarly, the provision on pages 22 and 23 as
to which you made reference but no specific comment are
intended to provide reasonable guidance concerning
potentially sensitive activities, i.e., the handling of
improperly acquired information concerning U.S5. persons,
and assisting DOD activities either involving U.S.
persons or conducted within the U.S.

j. You are correct in noting that the reference
to "Sections 1-811 and 1-813" in paragraph (b} (1) on
page 27 is incomplete and should indicate those pro-
visions are in E.Q. 12036.

k. On page 29 you indicated concern as to whether
paragraph (c) included polygraph authority for contrac-
tor personnel. That paragraph includes "individuals
being considered for or holding security clearances or
approvals " and this language is intended to extend
this authority to contractor employees.

1. As you suggested, a general summary of the
relevant portions of HR [l has been added in para-
graph (3) on page 31 following the reference to that
regulation.
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m. You should note that, as a result of a request
for guidance from [ it bhas become evident that th=

ortion of this regulation governingm
is overly narrow. ccordingly,

paragraph (j) on pages 32 and 33 has been revised to
allow collection of information from publicly available
sources concerning at least the same categories of U.S.
persons as are not protected from clandestine collection
under Section 2-208 of Executive Order 12036. 1In
addition, paragraph (i) on page 32 has been modified in
similar fashion to indicate with more precision that it
is Section 2-208 of the Executive Order which also
governs the categories of U.S. persons as to whom
collection requirement lists may be maintained.

n. Your final concern centered on whether your
signature was reguired as to the regulation, with
annexes attached, or as to both the regulation and the
annexes. Since the annexes are an integral part of the
regulation and are incorporated by reference in it,
your approval should extend to both the regulation and
the annexes. It is my understanding that this will be
accomplished with an overall approval sheet rather than
a signature line in the revision itself.

3. Recommendation: It is recommended that you approve

this rewvision unless further guestions come to mind as you
review the revision once again.

STATINTL

Orig.

= e
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MANAGEMENT

=

1. RESTRICTIONS ON INTELLIGENCE ACTIVITIES

SYNOPSIS: This regulation implements
the provisions of Executive Order 12036
that impose various restrictions on the
intelligence activities of the Agency,
particularly with regard to activities
involving United States persons. The
regulation also includes Agency policies
regarding, among other things, the
conduct of security iavestigations,
] relations between the Agency and other
R governmental entities, and relationships
between the Agency and members of the
U.S. news media, U.S. clerqgy, the U.S.
- academic community, and employees of the
Congress.

a., GENERAL

(1) The intelligence activities of the United Stat.

including the activities of the Agency and the Office of the
Director, are restricted by various provisions of law andg,

in particular, Executive Order 12036 (43 Fed. Reg. 3674,

26 January 1978), particularly Section 2. Provisions of the
Executive Order which are quoted in this regulation are
indicated by italics. Nothing in these portions of the
Executive Order or this regulation is intended to authorize
any activity not otherwise authorized or to provide exemption
from any more restrictive statute, Presidential directive,
Executive order, or regulation. Unless otherwise specified,
provisions of this regulation apply to activities of both the
Agency and the Office of the Director whether inside or outsi

the United States. References to law are to the Constitution

and applicable laws of the United States. This regulation #i:
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not be amended without the approval of the Director or the
Deputy Director of Central Intellicence.

(2) No activity or action shall be authorized
which would intentionally, or reasonably would be expected
to, abridge the Constitutional or legal rights of U.S.
persons, whether in the United States or abroad.

(3) To ensure that all activities are in compliancs i
withl??e law, Deputy Directors and Heads of Independent
Offices shall consult with the Office of General Counsel on
all acgavities whose legality is nct clearly established.
STATINTL
The General qounsel shall have access to all information
necessary to :‘}-Jerform the duties of that office (see HR -

(4) The Inspector General is authorized to review STATINTL
all activities and shall have access to all information
necessary to perform the duties of that office (see HR -

(5) Any activities or proposed activities that
may raise gquestions of compliance with law, Executive order,
or regulation, or that may otherwise appear improper, will
be brought directly to the attenticn of the Director.

(6) Any employee who has knowledge of past,
current, or proposed CIA activities that might be construed
to be illegal, improper, questionalkle, or not authorized by
applicable law, Presidential directive, Executive order, or
regulation, or who believes that instructions received in any
way appear to . be illegal, improper, or questionable, shall

inform the Director or Inspector General immediately.

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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(’” (7) Information, allegations, and complaints of
possible violations of Federal criminal law by CIA employees
or any other person shall be reported immediately by any
employee to the Inspector General, who shall inform the
General Counsel. The Inspector General shall provide to th=
General Counsel an evaluation of the impact, if any, of a
proségytion of such a violation on the national security or
foreidé relations of the United States, including intelligenc:
operati&ns which may be jeopardized or intelligence sources
and methodslwhich may be compromised. Pursuant to 28 U.S5.C.
535 and Secffbn 1-706 of Executive Orxder 12036, evidence of
possible violations of Federal crirminal law shall be reportad
expeditiously to the Attornéy General by the General Counsel
in accordance with procedures and guidelines adopted by the
Attorney General. Cases involving breaches of security
shall be reported to the Director cf Security, who shall
inform the General Counsel of seripus or continuing breaches.
The General Counsel shall, in compliance with Section 1-707
of Executive Order 12036, recommend to the Attorney General
that such cases be referred to the FBI for further investigation.
(Required procedures and guidelines will be included as
'Annéx F at such time as they have keen developed and approved.}

(8) The provisions of any previously published

regulatory issuance inconsistent with the provisions of this

Liw regulation are superseded.
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l b. DEFINITIONS. For the purpese of this regulacin,
and except as may be provided in the annexes to this regulatin,

the following terms shall have these meanings.

(1) "'Communications security" means protective

measures taken to deny unauthorized persons information

derived from telecommunications of the United States Government

related to national security and to ensure the authenticity |

of suc¢h telecommunications,

R

(2) ''Counterintelligence'' means information

gatheré&d and activities conducted to protect against espionag:

and other clandestine intelligence activities, sabotage,

international terrorist activities or assassinations conducte:

for or on behalf of foreign powers, organizations or persons

but not including personnel, physical, document, Or

communications security programs.

(3) '"'"Electronic Surveillance'’' means acquisition

of a nonpublic communication by electronic means without the

consent of a person who - is a party to an electronic communicacion

or, in the case of a nonelectronic communication, without

the consent of a person who is visibly present at the place

of communlcatlon, ‘but not including the use of radio direction

finding equipment solely to determine the location of a

T

transmitter. The monitoring of a telephone conversatiorn

with the consent of one party does not constitute electronic
surveillance under this definition. This is consistent with

Title ILI of the Omnibus Crime Control and Safe Streets Act

L‘w, of 1968. cording of arn ordinary oral conversaticn
Approved For Release 2001/09/01 : CIA-RDP81 00142R000300020006-4
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by someone who can be seen by both parties to it, and

is in reasonably close proximity to the parties and therefore

can reasonably be expected to overhzar it, does not constitut:

electronic surveillance.

(4) ''"Employee'' means parsons employed by,
assigned to, or acting for the Agency and the Office of
the p;rector, except as otherwise defined in the annexes
to tﬁi; regulation.

(5) ''"Foreign Intelligence'’' means information

.‘&‘
relating to the capabilities, intentions and activities oﬁ

foreign powers, organizations or persons, but not including

counterintelligence except for information on intermational

terrorist activities.

(6) '**Intelligence'' means foreign intelligence

and counterintelligence.

(7) '"Intelligence Community'' and ''agency'' or

e

''agencles within the Intelligence Community'' refer to_?he

following organizations:

(a) The Central Intelligence Agency (CIA);

(b) The National Security Agency (NSA);

(c) The Defense Intelligence Agency;

(d) The Offices within the Department of Defense

R e

for the collection of specialized national foreign infﬁl{iﬂiﬁ”

through reconnaissance programs;

(e) The Bureau of Intelligence and Research of

the Department of State;

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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rc— () The intelligence elements of the military

services%mfhe Federa} Bureau of Igvestigation (FBIL), the

Department ofﬁEHgﬂTreasurX)‘yhe Department of Energy, and

e

the Drug Enforcement Administration (DEA); and
STATINTL
(g) The staff elements of the Office of the

Director of Central Intelligence (s=2e HR -

(8) "'"Tnternational terrorist activities'' means

any activity or activities which:

(a) involves killing, causing serious bodily

-
harm, kianapp;ng, or”violgnt destruction of property, or an

.

attempt or credible threat to commit such acts; and

(b) appears intended to endanger a protectee of

the Secret Service or the Department of State or to further

political, social or economic goals by intimidating or

coercing a civilian population or any segment thereof,

influencing the policy of a government or international

organization by intimidation or coercion, or obtaining

widespread publicity for a group or its cause; and

(e) transcends national boundaries in terms of

. -

the means by which it is accomplished, the civilian populat;qw,

s aa T

government, or international organization it appears intendad

g =y

to coerce or intimidate, or the locale in which its perpetrat.rs

T e ¥ T S TN K P o

operate or seek asylum.

(9) ''"pPhysical surveillance'' means an unconsented,

systematic and deliberate observation of a person by any

‘ means on a continuing basis, or unconsented acquisition of a
;L TR e 5 . RS o - Y- = r——
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nonpublic communication by a person not a party thereto or

visibly present thereat through any means not involving

lectronic surveillance. This definition does not include

e Priplt AN a4 e mea L s

overhead

=

e

nnaissance _not directed _at specific United |

H

He]
o]

States persons., The definition of physical surveillance

refers primarily to systematic observation of an individual
designed to determine all of his regular daily activities.

The uh¢onsented acgquisition of a nonpublic communication by
S : L2.1nen

a person not a party thereto or visibly present thereat ref:ar:

Y
primarily to a situation where a person hides in a room to
overhear what persons in the room are saying.

(10) ''special activities'' means activitigs,

conducted abroad in support of national foreign policy

objectives which are designed to further official Unitegd

States programs and policies abroad and which are planned

and executed so qgiy the role erthevpniteq”Sﬁates Governmeg}

is not apparent or acknowledged publicly, and functions in

support of such activities, but not including diplomataic

activity or the collection and production of intelligence or

related support functions.

(11) ''United States,'' when used to describe a

place, includes the territories of the United States.

(12) ''United States person'' means:
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r.—_ (a) A citizen of the United States;

({b) An alien lawfully adwmitted for permanent

residence;
AL A IS ORI 7 G

(¢) An unincorporated association organized in

the United States or substantially composed of United States

citizens or aliens lawfully admitted for permanent residence;

or

(d) A corporation incorporated in the United

States.

2y

c. POLICY
(1) RESTRICTIONS ON COLLECTION

(a) General Provisions

(1) The activities described in paragraphs (b)

through (s) below shall be undertakgn only as permitted by

this regulation and, where required, by procedures establishd

by the Director and approved by the Attorney General. Thos::

procedures shall protect constitutional rights and privacy,

ensure that information is gathered by the least intrusive

Ao TORD Y AN XD B SIATIFLT AT T F I

means possible, and limit use of such information to lawful

AT R AT VY R e N B

/
governmental purposes.

(2) Activities described in paragraphs {(b) through
e g~ - g

. s
(e) for which a warrant would Ke required if undertaken for

o

law enforcement rather than intelligence purposes shall not

be undertaken against a United States person without a

‘ judicial warrant, unless the President has authorized the
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Approved For Release 2001/09/01 : CIA-RDP81-001428000300020006-4

type of act1v1ty involved and the ALtorney General has both

WP IO PR ALY TS ST T R T T W e TWONG Ce T ee are

approved the partlcular activity ani determlned that there

R

is probable cause to believe that the United States person

is an agent of a foreign power.

(b) Electronic Surveillance, The CIA may not

engage in any electronic surveillance within the United

!

States. No agency within the Intelligence Community shall

engageiin any electronic surveillance directed against a

United States person abroad or desiyned to intercept a
Ay * -

‘o

communication sent from, or intended for receipt within, the

United States, except as permitted by the procedures establ:s ed

pursuant to paragraph (1) (a). Training of personnel by

agencies in the Intelllgence Community in the use of electron:c

communications equipment, testing Py such agencies of such
AR Thrraonmdat T 1 AN T e T i Y L IR S

-

equipment, and the usqm3£ measures to determine the ex1stence

S

and capablllty of electronlc survelllance equlpment belng

QAR . AT o

used unlawfully shall not be prohlblted and shall also be

UL Se 3

governed by suchﬁgigchures. Such act1v1t1es shall be

&g LSt S =

limited in scope and duration to those necessary to carry

out the training, testing or countermeasures purpose. No

1nformat10n derlved from communlcatlons intercepted in the

TN By AL

course of such training, testlng or use of countermeasures

Lt TN AR i

may be retained or used for any other purpose. (See classiti:d

s )

Annex B for required procedures concerning electronic
surveillance, and Annex B-1 concerning training and testing

in this area, which shall remain in effect until such time as
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r"*ihh final procedures for electronic surveillance, testing, and
audio countermeasures activities are»developed under paragrapn
c(1) (a).) CIA may request other agencies with authority to
do so to conduct electronic surveillance within the U.S5.
for legitimate foreign intelligence or counterintelligence
purposes, and CIA may aid such agencies in the conduct of
elecFronic surveillance within the U.S. for foreign intellijence
or céﬁﬁterintelligence purposes, through the provision of

technical assistance and expert personnel, provided OGC is
o,

consulted prior to reguesting such surveillance or furnishiag
such assistanpce or personnel.

(c) Television Cameras and Other Monitoring. No

agency within the Intelligence Community shall use any

electronic or mechanical device surreptitiously and continudusly

to monitor any person within the United States, or any

United States person abroad, except as permitted by the

procedures estgbl;;hgdvpu:suant to paragraph c (1) (a).

(Required procedures will be included as Annex G at such
time as they have been established and approved.) In the

interim, OGC must be consulted pricr to initiating any such

b 2ctivity.

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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(d) Unconsented Physical Searches. No agency

‘ within the Intelligence Community except the FBI may conduct

TE T

any uncopsengﬁimpgxii&giﬂieatheewﬂg&hin the United States.

All such searches conducted by the FBI, as well as all such

n

searches conducted by any agency. Lwithin the Intelllgence

SR A VR T ¥ 1 T INEEA WIS T T NGT ol s

Community outside the United States and directed against

United States persons, shall be undertaken only as permitted

by pfpéedures established pursuant to paragraph c (1) (a).

(See c;assified Annex C for required procedures which shall
remainyﬁh effect until such time as revised under paragraph
c (1) (a). Inﬂﬁhe interim, OGC must be consulted prior to
initiating aﬁ& such activity.)

(e) Mail Surveillance. No agency within the

— YRR T TR R

Intelligence Communlty shall open mall or examlne envelopes

. YR ST VIR T T S T T YT I R TTERY

in Unlted States postal channels, except 1n accordance w1th

Ll X Bie 2 T AR

applicable statutes apdﬂregulaE}ng. No agency w1th1n the

Intelligence Communlty shall open. mall of a Unlted States

TP T

person abroad except as permitted by procedures established
S TR R TN

TPRRITT Y ORI UYL T SR PR LRI T T TR LR T T AT A T TE LYY TRUE 7Y

pursuant to paragraph c(1) (a). The opening of mail of a
SRRSO I OSSP

U.S. person abroad constitutes an tnconsented physical
search directed at that person and is limited as in (d)
above. To the extent CIA may need mail cover information
from within U.S. postal channels irn furtherance of its
legitimate activities, it shall make appropriate reqguests to

the FBI. (Required procedures will be included as Annex H

at such time as they have been established and approved.
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In the interim, OGC must be consulted prior to initiatiny
any such activity.)

(£) Physical Surveillance The FBI may conduct

T RE . T R T 2RO

or others only in the course of a lawful 1nvestlgatlon.

TXY AYT I TR R FTRT R

Other agen01es w1th1n the Intelllgence Communlty may not

ol R RORT TG Y S TERRK TIA T G APVIRR SR R TR S NI ST 1 T W S

undertake any phy51cal survelllance dlrected agalnst a

T ST R TL

Unlted States person 1 unless (see Annex A for required procedures

T

which shall remain in effect until such time as revised
i

'

under pafagraph c(1)(a)):

{1). The surveillance is sonduq;ed outsids the

United States and the person being surveilled is reasonably
TN b S r i Tl ae Lant e oL O et *

T IR

believed to be actlng on behalf of a forelgn power, engaginjy

TITRY 4 TON P TP DT ST Y s Le= s Sl g

in international terrorist activities, or engaging in
TRy AT TN

g N T e A PP TSI I TR TR T VYT SR 4R UT W T W © 3 O Ty e

narcotics production or traffickigg; provided, however, that

such surveillance directed against U.S5. persons reasonably
believed to be engaged in international narcotics activities
abroad 1is subject.to the limitations set forth in paragraph
c(3) (c) below.

QQ The survelllance 1s conducted solely for the

el LRl ot e Lotk catl S 3P DT P W e

purpose of 1dent1fy1ng a _person. who 1s 1n contact with

T P DT T e

someone who 1s the subject of a forelgn 1ntelllgence or

IR T e B T R It Bk 4 st -

counterintelligence investigation; or

Qi) That person is being surveilled for the

purpose of protecting foreign intelligence and counterintelligence

sources and methods from unauthorirzed disclosure or is the
i3 C) Rt o ke L »
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A Sy LE A W

r'm subject of a lawful counterlntelllgcnce, personnel, physica.

or communlcatlons securlty 1nvestlgatlon.

T

(4) No surveillance under paragraph (3) above mav
L RAE— - ey

be conducted w1th1n the Unlted States unless the person

AR RIS AR

being surveilleghls a present emplovyee, intelligence agency

contractor or employee of such a_ contractor, or is a military

L e R A

person employed by a non- 1ntelllgence element of a military

FLEEE et

serv1ga. Outslde the”pqlgggﬁgtgtes sugh surveillance

e T

may also be conducted against a former employee, lntelllqen(e
m e B A P B i B e AT PN ST T T TN T W TR TR

N

agency contractor or employee of a contractor or a civilian

person employed by a non- lntelllgence element of an agency

within the Intelligence Community. A person who 1s in

ST T

contact with such a‘present or rormer employee or contracto*

IR T

may also be sqryeilled, but only pglthe extent necessary to

identify that person.

(g) Undisclosed Partlclpatlon 1n Domestic Organizatvions.

R L

No employees may join, or otherwise‘participate in, any

organization within the United States on behalf oanny

agency within the Intelllgence Communlty without dlscloslng

R

their 1ntelllgence afflllatlon to approprlate offlclals of

=

the organization, except as permltted by procedures establish-d

e ammERyRl WTES  OTER

pursuant to paragraph c (1) (a) .- (Required procedures will bz

included as Annex I at such time as they have been establisheld

and approved.) Such procedures shall provide for disclosure

LN ]

of such affiliation in all cases unless the agency head or i

l*,_ designee approved by the Attorney General finds that non-
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[qp- disclosure is essential to achieving lawful purposes, and

that finding is subject to review by the Attorney General.

Those procedures shall further l;mlt undlsclosed part1c1pat o1

el LTS

to cases where:

(1) The part1c1patlon is undertaken on behalf of

T 8

the FBI in the course of a lawful investigation;

(2) The organization concerned is composed primari:y

of individuals who are not United States persons and lS

TTRTTRICY RTINS TR AR T DAY IR € 4.

reasonably belleved to be actlng on behalf of a foreign
'g‘ o 5 BERY 3 T TR

.

power; or

(3).. The participation is strictly limited in its

nature, scope and duration to that necessary for other

lawful purposes relatlng to foreign 1ntelllgence and 1is a

T OO TR TR T T WO R Y R TSP TP D T

type of part1c1patlon approved by the Attorney General and

AR T AN

set forth in a publlc document No such participation may

e T PO T

be undertaken for the purpose of influencing the actlv1ty o?

ST S, TS M WNES T T SO0 . VA TN S DA LTI (R AN R

the organization or its members.

(h) Collection of Nonpubllcly Available Informatxox.

NPT n e v

No agency w1th1n the Intelllgence Community may collect,

R A e >

disseminate or store information concernlng the act1v1t1es

AR W BT L O R AT RO NI R T RS e RS

of Unlted States persons that is not available publicly,

PIYT I AT T TR I I 1N

unless it does so with thelr consent or as permltted by

AL I ST 1 T U

procedures established pursuant to paragraph c(1) (a). The

means by which such information is collected must conform to
the restrictions stated elsewhere in this regulation and its

lﬂpn annexes. . (Required procedures will be included as Annex J
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at such time as they have been established and approved.)

Those procedures shall llmlt collectlon, storage or disseminar 1on

RS T R TR

to the following types of information:

(1) Information concerning corporations or other

commerc1al organlzatlons or activities that constitutes

BETI WL S TR QR TR AT TR W DT 3 g T SR M T L T T MR IR S e A

foreign 1ntelllgence or counterintelligence;

(2) Information arising out of a lawful counter-

1ntelngence or personnel, physical or communications
- T

wor o wm T T

security investigation:
»' TN AN T TR
i LY

(3) Information concerning present or former

employees, present or former 1ntelllgence agency contractors

v

or their present or former employees, or applicants for any

such employment or contracting, which is needed to protect

e F e e S LR

foreign intelligence or counterintelligence sources or

methods from unaut@grized disclosure (see paragraph c(4) (b));

(4) Information needed solely to identify individualis

— RO T e S B

in contact with those _persons described in paragraph (3) 2£

oo

B

with someone who is the subject‘giwgw}awfpl foreign intellijece

or counterlntelllgence lnvesthatleﬂé

(5) Information concerning persons who are reasonaJLy
-

A v

believed to be potential sources or contacts, but only for

the purpose of determining the suitability or credibili;yrof

such persons;

(6) ZInformation constituting foreign intelligence
-

ek, e ac ML

or counterintelligence gathered abroad or from electronic

= ]
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surveillance conducted in compliance with paragraph c (1) (b}

' or from cooperating sources in the United States;

(l) Information about a person who is reasonably

believed to be acting on behalf of a foreign power, enéag%pg

in international terrorist activitios or narcotics production

or trafficking, or endangering the safety of a person protected

by the United States Secret Service or the Department of
State};(This exception is limited by paragraphs c (1) (r) and
L - -

(s), c(2), c(3)(c), and c(4) of this regulation and the
i ,".

appropriate annexes.)

(8),, Information acquired by overhead reconnaissancs+

not directed at specific United States persons;

(9) Information concerning United States persons

ry—— B

abroad that is obtained in response to reguests from the

Department of State for support of its consular responsibilities

relating to the welfare of those persons; oOr

(10) Information concerning persons oOr activities
— e ] o e

that pose a clear threat to any facility or personnel of an

agency within the Intelligence Community. Such information

may be retained only by the agency threatened and, if

TR B AT ML A TR MO R SIC. T e

appropriate, by the United States Secret Service and the
. el .
FBI.
r ]
(i) Foreign Intelligence. CIA is authorized by

Section 1-801 of Executive Order 12036 to collect foreign

l intelligence, including information not otherwise obtainable,

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4



Approved For Release 2001/09/01 : CIA-RDP81-001428000300020006-4

within the U.S. in coordination with the FBI as required by
procedures established by the Director and approved by the
Attorney General. (Required procedures will be included as
Annex K at such time as they have baen established and
approved.)

(j) Tax Information. No agency within the Intelligence

EATTESTE T, 6 G C OO R B

Community shall examine tax returns or tax 1nformat10n

arTsy

except»as permitted by appllcable law. All requests for

e sl

such information will be forwarded to OGC after approval by
Ca

-

the appropriate Deputy Director. OGC will process such
requests in accordance with the Internal Revenue Code and
U.S. Treasury regulations.

(k) Restrictions on Experimentation. No agency

within the Intelligence Community phall sponsor, contract

for, or conduct research on human subjects except in accordan

P e R i ety e

with guidelines issued by the Depggtmeng'pf Health, Education

and Welfare, The subject's informed consent shall be documz=n-cd

as required by those guidelines, and no experiment on a

subject who has given informed consent shall be undertaken

without the specific approval of the Director.

(1) Not used.

(m) Restrlctlons on Contractlng. No agency

e e R T L TR R ET

within the Intelligence Community shall enter into_a contract

or arrangement for the provision of goods or services with

private companies or institutions in the United States

unless the agency sponsorshlp is known to the approprlate

IR
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fgh officials of the company_ or institution. 1In the case of any

company or institution_ other than an_academjc institution,

intelligence agency sponsorship may be concealed where it is

determined, pQEEBEEE%PQ procedures approved by the Attorney

General, that such concealment is necessary to maintain
) - . Sy -

egssential cover or proprietary arrangements for authorized

intelligence purposes, (Required procedures will be includ:d

as Aﬁnéx I, at such time as they have been established and

approved.)

L,

(n) Restrictions on Personnel Assigned to Other

Agencies. An employee detailed to another agency within the

federal government shall be responsible to the host agency

and shall not report to the parent agency on the affairs of

the host agency unless so direq?edvpymﬁhe host agEPQX;ﬁEhe

head of the host agency, aggwagy successor, shall be inf?;meg

of the employee's relationship with the parent agency. In

STATINTL accordance with HR - CIA perscnnel assigned to other

Government agencies for cover purpcses, and liaison officers,
are not considered to be '‘'detailed'' to the other agency
involved.

(o) Prohibition on Assassination. No person

employed by or acting on behalf of the United States Government

shall engage in, or conspire to engage in, assassination.

(p) Restrictions on Special Activities. No

Lg- component of the United Stategngpgegﬁment’except an_agency
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g within the Intelligence Community may conduct any special

(' activity. Only CIA (or the military services in wartime)
may conduct special activities, except where the President
determines, with the advice of the Special Coordination
Committee of the National Security Council that another
agency 1is more likely to achieve a particular objective.
Special activities must be approved in accordance with
Sect;qp 1-302 of Executive Order 12036.

)

(q) Restrictions on Indirect Participation in

Prohibited Activities. No_ agency of the Intelligence Communii-y
) . 1'-..

shall request or otherwise encourage, directly or indirectly,

any person, &rganization, or government agency to undertake

activities forbidden by Executive Crder 12036 or by applicabdl-:

law.

wansreerened

(r) Restrictions on Assistance to Law Enforcement

Authorities. Agencies within the Intelligence Community

other than the FBI shall not, except _as expressly authorized

by law:

(1) Provide services, equipment, personnel ot
- » S5

facilities to the Law Enforcement Assistance Admipistration

(or its successor agencies) or to state or local police

organizations of the United States,_ QL

(3) Participate in or fund any law enforcement

activity within the United States,

(s) Permissible Assistance to Law Enforcement

Authorities. The restrictions in paragraph (r) ghall not,

L@. preclude:
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r*”' (1 Cooperation with appropriate law enforcement

agencies for the purpose of protecthg the personnel and

PRI, S LIS T 2 Sy YT IR Sy r

facilities of any agency within the Intelligence Community;

(2) Participation in law enforcement activities,

in accordance with law and this regulation, to investigate

or prevent clandefigne 1ntelllgence actlvltles by forelgn

B ¥ IR AR WRRNTL MR T TR T TR TRAHETME WA e

powers, 1nternat10nal narcotics proiuctlon and trafflcklnq,

B T e e O TR

P

or international terrorist act

- 20 R TR AR

v1tl s
8 = 4

ii

- (3) Provision of specialized equipment, technlcaL
. e el

T T £ S

knowledge, or aSSLStance of expert personnel for use by any

department or. agency or, when lives are endangered, to

support local law enforcement agencies. Provision of assiszauce

by expert personnel shall be governbd by procedures approved

TR )t L

by the Attorney General; (Required procedures will be

l included as Annex M at such time as they have been establisnhe!

and approved.)

rt

(4) The following relationships to support legitim

activities:

(a) LEAA assistance may be requested through the

e . -

Office of Security for evaluative information on equipment
an@ techniques with respect to terrorist problems.

(2) Contact may be maintained with and assistance:
sought from State and local police organizations in the
course of normal background.and security investigations, for

the protection of Intelligence Community personnel and
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installations, and in connection with other permissible
activities.

(¢) Contact also may be maintained with police
department'bomb squads to observe their techniques in identifving,
handling, and disarming terrorist bombs and to discuss
technical aspects of countering explosive devices. The
purpose will be to obtain information on bomb handling and
not téjtrain the local police departments.

‘ (é) Attendance may be authorized, in accordance
- ,

with parégraph c(1) (g) above, at explosive ordnance disposa:
conferences agd similar briefings or seminars to keep abreast
of new developments in terrorist techniques and countermeasurvs.
(e) It is appropriate to have individual relations:iips
with State and local police organizations for cooperxation 1in
training employees in the United States preparatory to their
assignment abroad. It should be clearly indicated that this
is a training relationship, and no operational assistance
will be given to police organizations in the course of
training personnel.
(2) PERMISSIBLE DISSEMINATION AND STORAGE OF
INFORMATION., Nothing in paragraphs c(1) (a) through (s)

shall prohibit:

(a) Dissemination to appropriate law enforcement

ST YT

agencies of information which indicates involvement in

O

activities that may violate federal, state, local or foreig

EEIIC T TR SR R R seETTET o

»

laws;
AR
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S U RSPV P TR SN e

r‘” (b) Storage of 1nformatlon required by law to be

retained;
ERTIERIIENE AR

(c) Dissemination of information covered by

- ame w

paragraphs c(1)(h)(l)—(lg) to_agencies within the Intelligerce

Community or entities of cooperating foreign governments:

(da) Lawful storage or dissemination of Anformaticn

T e AT R

solely for admlnlstratlve purposes not related to intelligerce

€ TTRAITTIT AT R Sk 4 PRI AP WY ¢ W u v

s ol .

or secmrity; or

| . (e) Dissemination of foreign intelligence and
.

"

foreign counterintelligence information directly to the
interested Fe@eral agency. Dissemination of such informaticn
beneficial to State and local law enforcement agencies or LEA?
will be made only through the FBI.
Any dquestion as to whether information concerning
United States persons conformsg to that permitted to be
w——gpes COllected by paragraph c(1) (h) above or E.O. 12036 shall be
referred to the Office of General Counsel. Access to information
on United States persons determined by the Office of General
e Counsel to be in violation of paragraph c(1) (h) or E.O.
wages 12036, as well as access pending legal review, will be
permitted only to the extent necessary to meet the requirements
of £he F;eedom of Information Act, the Privacy Act, other
law, court orders, or investigations by the Inspector General,
s (i thé Department of Justice, or the Congress. Each Deputy
Director or Head of Independent Office concerned, with

concurrence by the Office of General Counsel, will develop
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procedures for access to such information. Reqguests for
authorify to dispose of such information will be processed
through the Agency Records Management Officer and the Office
of General Counsel.

(3) RELATIONS WITH FEDERAL, STATE, AND LOCAL
AGENCIES

(a) General. Each Deputy Director and Head of
Indeﬁégdent Office is responsible for the legality and
propriety of all agreements, arrangements, and practices
withinuthat official's jurisdiction in support of or in
cooperationuwéth State, local, or other Federal agencies, or
private organizations. (See Annex E for procedures regarding
approval of assistance to or from Government components;
except that procedures for obtaining approval of assistance
to Department of Defense intelligence elements are prescribed
in paragraph (b) below, and assistance of CIA expert personne.
is governed by paragraphs c (1) (b) and c(1)(s)(2) of this
regulation.

(b) Support to Department of Defense (DoD) Intelli-
gence Elements. CIA is authorized to furnish technical
guidance, training, equipment, and similar assistance to DoD
inﬁélligence elements related to thaeir appropriate foreign
intelligence and counterintelligence responsibilities providec
the appropriate Deputy Director approves, and, when U.S. persons

are involved, the Office of General Counsel concurs. Such
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assistance also may be provided to U.S.-based DOD counter-
intelligence operations that are directed against foreign
intelligence targets, provided such assistance has been
approved by the Deputy Director for Operations with the
concurrence of the Office of General Counsel and is approved
in accordance with the procedures specified in Annex D.
(c) Narcotics Intelligen:«e
l;: (L) Section 1-803 of Executive Order 12036 providesn

that the Central Intelligence Agency shall collect, produce.

.
and disseminate intelligence on foroign aspects of narcotics

productionrand trafficking. Under 5ection 2-206(a), Execut.ve
Order 12036, CIA may conduct physical surveillance of a U.S3

person abroad who is reasonably believed to be . . . engaging

W RO ECTIT TP PR T YO T T gt RTINS W A ST I W YERT R TIOR8 gt Tn S OW

in narcotics production or trafficking (see Annex A for regui:-ed

O e s T

procedures) . Such surveillance may be undertaken for the

purpose of acquiring intelligence information about internatiwvnal
narcotics production and traffickinis. It may not be undertaken
solely for the purpose of acquiring information to be used

in a criminal prosecution in the U.5. of a U.S. person or a
foreign national. Apart from physical surveillances author:z:.d
under this regulation, no other technical collection operat.ons
relating to international narcotics production and tratfick.ne

shall be directed at U.S. persons abroad.

e i (2) CIA may provide technical equipment for

overseas operations of DEA as approved by the Deputy Director
for Operations. CIA will not provide any support to DEA
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domestic operations, except that CIA may give to DEA
technical briefings unrelated to any pending investigation

in the United States. Technical eguipment for DEA operations
abroad may be provided only under the following conditions:

(a) The equipment is not operated by CIA personnel .

(b) The request for support is accompanied by
full explanation of the planned use of the equipment and of
the é#ﬁhority under which it will b.: used.

(g) The request is approved by the Deputy Director
for Opé%ations with the concurrence of the Office of General
Counsel.

(d)? Participation in Int2ragency Domestic Intelligence
Discussions. Participation in any interagency discussions
on domestic intelligence will be restricted to the provision
of foreign intelligence that might bear upon the matters

STATINTL

being considered.

(£) Relations with the U.S. Postal Service. CIA

may provide technical assistance, such as briefings concerninc
letter bombs, to the U.S. Postal Service in accordance with

this regulation.
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(g} Relations with the U.S. Secret Service. CLA
may provide assistance to the U.S. sSecret Service in the
performance of its protective duties in accordance with
Public Law 90-331 dated 6 June 1968, which authorizes such
assistance from other Government agaencies. In addition,
6ther normal liaison relationships may be maintained between
CIA gnd the Secret Service.

,? (h) Relations with the Immigration and Naturalizat:ion

Service. The entrance into or departure from the United
Statesnzf non-U.S. persons under the sponsorship of CIA will
be conducted;}n accordance with normal Immigration and
Naturalizatiog Service procedures or as provided for either

in Section 7 of the CIA Act of 1949, as amended (50 U.S.C.

403h), or in the agreement between ithe Immigration and

STATINTL

Naturalization Service and the CIA dated 10 February 1955.

(4) PROVISIONS RELATING 1O OTHER ACTIVITIES
(a) Counterintelligence Activities. CIA is
authorized to engage in counterintelligence activities in

conformity with requirements of law and National Security
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Council directives, subject to the restrictions in this and
other pertinent Agency regulations.
(L) With respect to counterintelligence activities
(‘— in the United States, CIA may conduct such activities only

in coordination with the FBI and subject to the approval of

the Attorney General. (See Annex D for required procedures
l--lI---which shall remain in effect until they are revised.)

(a) With respect to counterintelligence activities
conduééed abroad, CIA operations directed specifically at
United'sgtates persons will conform to this regulation and
will be coordinated with the FBI and other Federal agencies
as appropri;gé.

(b) Investigations of U.S. Persons for Security

[,N Suitability. As used in this paragraph, the term ''investigarti
means the deliberate and systematic collection or acquisition
of information about a selected individual or entity for the
purpose of determining security suitability or reliability.

(l) Sections 1-811 and 1-813 of Executive Order
12036 recognize that investigations of applicants, employees,
contractors, and other persons with similar associations
with the CIA and the Office of the Director shall be conduccel
as necessary to protect the security of CIA installations,
activities, information, and personnel.

(g) Subject to all other applicable limitations,

including the restrictions established by E.O. 12036, such

L4,_ investigations of U.S. persons are prohibited unless:
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e (3) The investigation will involve no more than:

{ (i) lawful Federal, State, or local Government or other
records checks; and (i}) inquiries solely for the purpose of
establishing or confirming identity or commercial reliability:

(2) The investigation will result in only the
acquisition of publicly available information;

(2) The subject is an employee, military or
civiii;n detailee, or independent contractor of the Agency

and is witting of his or her status as such;
-

-

(g) The subject is performing or has offered or
agreed to pérform services for the Agency, whether compensa:ei
or uncompensafed, and is witting that such services are or
will be performed for the Agency;

(a) Subject is an Agency contractor or subcontractor
under an Agency contract, or an employee of such contractor
or subcontractor who will require a security approval to
perform work on or in connection with a classified contract.
provided that the contractor, subcontractor, or employee
thereof, as the case may be, is witting that the contract or
work being performed is for either the Agency or the U.S.
Government;

| (f) The subject is a person for whom security
approval has been requested for either unescorted access to

| Agency facilities or access to classified Agency information

or documents; or
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(i) The subject has exprezssly consented to the
investigation or has otherwise been informed or has knowledue
that inéuiries will be made without voicing an objection.

(3) Until further guidelines and procedures for
investigations of U.S. persons are developed and approved bv
the Attorney General as part of Agency procedures on collection
of information on U.S. persons (Section 2-208, E.O. 12036),
any inyestigation of a U.S. person other than as permitted
abové:éhall require the concurrence of the General Counsel.

1w‘ (i) The use of any specialized techniques in
investigations pursuant to this paragraph shall be in accordauce
Qith any reéﬁrictions or procedures otherwise applicable to
those techniques.

(c) Polygraphing of United States Persons. Internal
polygraphing programs authorize polygraph examinations of
U.S. persons and are restricted to applicants, employees,
individuals being considered for or holding security clearanczs
or approvals, or other persons involved in operations.
Polygraph examinations of other U.S. persons will be conductedl
only with their consent and only with the prior written
approval of the Director.

(d) Foreign Economic Activities of U.S. Persons.
Excépt as provided in this paragraph, no operational or

analysis project will be undertaken specifically to collect

information regarding the foreign economic activities of a
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U.S. person. This restriction does not preclude studies of

foreign economic activities that include analyses of the

roles of U.S. firms, for example: foreign demand for U.S.

grain; U.S. technology transfer to the USSR; foreign discrimir-ation
against U.S. firms; and studies evaluating the importance of

the U.S. in worldwide economic activities, such as shipping

and gnergy. To the extent that information on the economic
actiﬁi%ies of U.S. persons abroad is incidentally acguired

from sources other than electronic surveillance in the
S,

course df CIA's normal foreign intelligence activities, and

is significégt to other U.S. agencies, it may be forwarded

to such agencies with the approval of the appropriate Deputy
w——gme~Director or a designee as long as it conforms to the restrictions

governing the collection, storage, and dissemination of
e i nformation provided in c(1)(ﬁ) above., Information acquired

from electronic surveillance activities is subject to the

restrictions in Annex B.

" — (e) Cover
(‘) Cover and proprietary arrangements established.
coordinated with, and arranged by the Central Cover Statf
are appropriate support for the performance of authorized
fuﬁctions and are authorized specifically in Section 1-812
of E.O0. 12036. Such cover and proprietary arrangements will

be based upon a clear justification concerning their relationship

bomgaes O and support of these functions.
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(g) Domestic Events. All Deputy Directors shall
exhibit particular sensitivity to the possible coincidence
between training, testing, operaticnal, or support activiti=es
and significant domestic political or other events which the
unwitting observer could interpret as improper activity.

This refers particularly to political conventions, the
activities of dissident groups, etc., in which cases activities
shouid}be terminated,_relocated, or suspended temporarily.
g (h) Support to the White House Office. Any
support™>requested by or extended toc the White House Office,
excluding the production and dissemination of foreign
intelligence:amust have the prior approval of the Director.
(i) Watchlists. ©No list of U.S. persons shall
f'h be maintained for collection requirement purposes unless
such persons have been designated as of interest to CIA under
one or more of the categories included in paragraph c (1) (h)
and such designation has been coordinated with OGC, except
for maintenance of identification lists necessary to ensure

STATSPEC

compliance with applicable restrictions regarding the acguisition

of information concerning U.S5. persons.
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(k) Journalists and Staff of U.S. News Media
Organizations

(L) Policy. The special status afforded the
press under the Constitution necessitates a careful policy
of séif-restraint in regard to relations with U.S. news
medial;rganizations and personnel. Accordingly, neither the
Agency&hor the Office of the Director will:

(g) Enter into any relationships with full-time
or part—timefﬁournalists (including so-called ''stringers'')
accredited by a U.S. news service, newspaper, periodical,
radio, or television network or stetion, for the purpose of
conducting any intelligence activities. The term ''accredited''
means any full- or part-time employee of U.S. or foreign
nationality who is formally authorized by contract or by the
issuance of press credentials to represent himself or hersell
either in the U.S. or abroad as a correspoﬂdent for a U.S.
news media organization or who is officially recognized by a
foreign government to represent a U.S. news media organizatiocn.

(E) Without the specific, express approval ot
senior management of the organization concerned, enter intc
any relationships with nonjournalist staff employees of any
U.S. news media organization for the purpose of conducting

any intelligence activities.
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(2) Use the name or facilities of any U.S. news
media organization to provide cover for any Agency employees
or activities.

(2) ©Limitations

(E) The policies set forth above are not designed
to inhibit open relationships with journalists (as for
examp%g contracts to perform translating services or to

lecture at training courses) which are entered into for

reasons unrelated to such persons' affiliation with a
S

..

particulér news media organization. Willingness on both
sides to ackngwledge the fact and nature of the relationship
is the essential characteristic of the open relationships
which will be entered into with journalists under this
provision.

(h) In addition, no person, includiﬁg full-time
or part-time accredited journalists and stringers, will be
denied the opportunity to furnish information which may be
useful to the U.S. Government. Therefore, unpaid relationships
with journalists or other members of U.S. news media organizztions
who voluntarily maintain contact four the purpose of providinc
information on matters of foreign intelligence or foreign
couhterintelligence interest to the U.S, Government will
continue to be permitted.

(g) Likewise, regular liaison with representatives
of the news media will continue tqo be maintained, through

the Office of the Assistant for Public Affairs to the Directcr,
Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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(S) Use the name or facilities of any U.S. news
media organization to provide cover for any Agency employees
or activities.

(g) Limitations

(2) The policies set forth above are not designed
to inhibit open relationships with journalists (as for
examp;e contracts to perform transiating services or to
lecturé at training courses) which are entered into for
reasonamunrelated to such persons' affiliation with a
particular news media organization. Willingness on both
sides to acknpwledge the fact and nature of the relationship
is the essential characteristic of the open relationships
which will be entered into with journalists under this
provision.

(k) In addition, no person, including full-time
or part-time accredited journalists and stringers, will be
denied the opportunity to furnish information which may be
usefui to the U.S. Government. Therefore, unpaid relationsh.ps
with journalists or other members of U.S5. news media crganizitions
who voluntarily maintain contact for the purpose of provid: no
information on matters of foreign intelligence or foreign
counterintelligence interest to the U.S. Government will
continue to be permitted.

(g) - Likewise, regular liaison with representatives
of the news media will continue to be maintained, through

the Office of the Assistant for Public Affairs to the Direat @1,
Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4



L

Approved For Belease 2001/09/01 : CIA-RDP81-00142R000300020006-4

to acknowledge the fact and nature of the relationship is
the essential characteristic of the open arrangements that
are permitted by this regulation. Information voluntecred
by American clergy or missionaries will continue to be
welcomed. If, in the determinatior of the Deputy Director
for Operations, such individuals might possess important
foreign intelligence information or be in a position to
assi%?ithe Agency, contact may be initiated to afford an

opportunity for channeling this information to the Government.

)

.

(n) Academic Community. Classified and unclassified
contracts anqxother arrangements with United States academic
institutions éf higher learning may be entered into as long &as
senior management officials of the institution concerned are
made aware of CIA's sponsorship (see paragraph c(1) (m)).
Personal services contracts and other continuing relationshirs
may be entered into with individual full-time Staff and
faculty members of such institutions but in each case it

will be suggested that the individual advise an appropriate
senior official thereof of this relationship, unless securaty
considerations preclude such a disclosure or the individual
objects to making any third party aware of this relationship.
No operational use will be made either in the United States

or abroad of staff and faculty members of United States
academic institutions on an unwitting basis. Employees wiil
not represent themselves falsely as employees of United

States academic institutions. Personnel wishing to teach cr
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lecture at an academic institution as an outside activity
must disclose their CIA affiliation to appropriate academic
authorities; all such arrangements require approval in
’ STATINTL
advance in accordance with HR - Pursuant to Federal

law, copies of identifiable school records relating to any
student (regardless of citizenship) attending a United

States academic institution will be neither solicited nor

received without the express authorization of the student

or, if the student is below the age of 18, the student's
-,

parents. For a detailed explanation of the policies and

procedures ;J'u_ij_lined above, see HHB - STATINTL
(o) Employees of Members of Congress and

Congressional Committees. Employees of members of the

United States Congress and of Committees, including Subcommittees,

of the United States Congress shall not be used for intelligeunce

purposes, including providing foreign intelligence informaticn

collected at the request of CIA or performing operational

services, but not including activities associated with

ordinary legislative operations, without the approval of the

member in the case of an employee c¢f a member, or the

Committee or Subcommittee Chairman in the case of an emplovee

of a Committee or Subcommittee.

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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MANAGEMENT 25X1A

N

PROCEDURES RELATING TO ELECTRONIC SURVEILLANCE

Electronic surveillance procedure;* approved by
the Attorney General are:

1. CIA shall not engage in electronic surveillance
within the United States, except irn the testing of electronic
survéiilance equipment or training of CIA personnel in the
use of such eguipment in accordance with procedures outlined
in Anné&'B-1 of this regulation.

ZLW_ ''CIA shall not itself or by request to
foreign officials intentionally direct or have directed
electronic surveillance against United States persons abroad
except pursuant to prior express approval of the Attorney
General. Provided, that when in emergency situations the
time regqguired to secure the prior approval of the Attorney
General would cause failure or delay in obtaining foreign
intelligence or counterintelligence and such failure or
delay would result in substantial harm to the national
security, senior CIA officials overseas, designated in
writing by the Director of Central Intelligence, may authorize
emergency electronic surveillance directed against a United
States person abroad if there i1s reasonable cause to believe
that the United States person against wham the surveillance

is directed is an agent of a foreign power or foreign

Approved For Release 2001 99{/ ]T ClA- RDE,’_§1_‘;0‘971‘42R900300020006-4
R R . 'Y



LA g
ppnar

Uyt
Approved For-Belease 2001/69/01 : CIA-RDP81-001423900300020006-4

terrorist group; that the facilities or premises at which

the surveillance is directed are used or about to be used by
such person; and that the information sought is foreign
intelligence or counterintelligence which cannot reasonably
be obtained in a less intrusive manner. The Attorney General
shall immediately be notified of any emergency electronic
surveillance; under no circumstances shall an emergency
elecé?énic surveillance continue longer than 72 hours without

specific Attorney General approval.''

“'%

'

3. ''"Requests to the Attorney General for approval
of electronig surveillance directed against United States
pérsons abroaé shall be made by the DCI, or Deputy DCI if
the DCI delegates this authority tc¢ him, and shall provide
facts and circumstances relating to the proposed electronic
surveillance. These shall include the facts and circumstances
supporting a reasonable cause to believe that the person
against whom the surveillance is directed is an agent of a
foreign power or foreign terrorist group; that the facilities
or premises at which the surveillance is directed are used
or about to be used by such person; and that the information
sought is foreign intelligence or counterintelligence which
cannot reasonably be obtained in a less intrusive manner.
Attorney General approval may be for a period not to exceed

90 days, but extensions may be granted upon proper showing.''

Approved For Release 2001/09!0.1(-,- kgAi«RDP81-00142R000300020006-4
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4. '"The only information retained or disclosed

by CIA from electronic surveillance directed against United
States persons abroad pursuant to these procedures shall be
foreign intelligence or counterintelligence except that
other information, incidentally gathered, indicating involverent
in activities which may be in violation of law may be disclosed
to appropriate law enforcement agencies.''

i: 5. ''"The acquisition of communications carried

by International Lines of Communication, National Diplomatic
.,

o,

Nets, of'the domestic public communications systems of
foreign natiqps is governed by procedures approved by the
Attorney Genegal on 19 October 1976¢.''

6. In addition, all surveillance regulated by
these procedures must also conform to the regquirements of

Presidential Directive NSC-19 (25 August 1977).

Approved For Release 2001(/\02/81‘:E__C -RDP81-00142R000300020006-4
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'""These procedures shall apply to all forms of ‘'electronic
surveillance,' as defined in Section‘}—ZOé]of Executive
Order F203a, that are conducted by CIA abroad, except for
the acquisition of communications carried by International
Lines of Communication, National Diplomatic Nets, or the
domestic public communications systems of foreign nations.
The aqguisition of these latter types of communications is
goverhéd byi?rocedures approved by the Attornéy General on
19 Octq?er 1976;u With the above exception, the definitions
of Sectién{é—20£\of ExXxecutive Order E203é]shall.apply to
these procedu;es. [Neither Executive Order ﬁ203€]nor these
procedures prohibit the use by CIA in the United States of

audio countermeasures in the manner described in the Director

of Security's memorandum of 1 June 1976."]
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STATINTL

MANAGEMENT
o
INTERIM PROCEDURES RELATING TO ELECTRONIC SURVEIL_.ANCE

TRAINING AND TESTING

1. The training of CIA personnel in the use of
electronic communications equipmenéﬁor the testing of such
equipmgnt is permitted if:

ﬁ a. Such activities do not involve the aural

acquisition of communications;
-

-

b. Such activities are directed against laborator— -
generated sigpals, official Government communications (wher-=
consent by thé originating agency o©or a communicant is obtaiaedi),
or public broadcasts; or

c. Such activities are directed against live
signals envirohments abroad or environments recorded abroad
so long as existing procedures governing electronic surveillance
or the procedures of paragraph 2 are satisfied.

2. Where it is not reasonable to train individuals:s
in the use of electronic communications eguipment or to test
such equipment solely as described in paragraph 1, such
activities may be directed against live signals environments
in.the United States if:

a. Such activities are conducted at such intermit-cent
intervals as to keep the acquisiticn of the substance of a

communication to the minimum feasikle and are limited in
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scope and duration to that necessary to train CIA personnel
in the use of electronic communications equipment and to
determine the capability and performance of equipment;

b. No particular communication is intentionally
intercepted in its entirety or for any longer than necessary
to confirm that it has been acquired;

C. No communications of a particular person are

intentfonally targeted without that person's consent;

C

‘n

equipmen£ exceeds thirty days, provided that, for the purpose
of this 1imit§tion, the time period shall include only the
cumulative total of the time during which the equipment was
operated and directed against live signals environments, and
provided further, that testing may be renewed if approved
pursuant to paragraph 3; and
e. No information derived from communications

intercepted in the course of such training or testing is
retained or disclosed to any person other than a person
directly participating in such activity, and any printout or
other recording is destroyed immediately upon completion ot
thg activity.

| 3. No training of CIA personnel in the use ot
electronic communications equipment or the testing of such
equipment by CIA“or its contractors of such equipment against

live signals environments in the United States will be

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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conducted without the prior written approval of the Deputy
Director for Operations or the Deputy Director for Science
and Technology, as may be appropriate, and the concurrence
of the General Counsel and the Attorney General based on
their determination that the particular training or testing
program conforms to the requirements of these procedures ani
is o;herwise lawful and necessary.

. 4. All guestions as to the coverage and interpr=tation
of these procedures will be resolved by the General Counsel
in con;tltation, where necessary, with the Department of
Justice. ThQ‘General Counsel shall have access to all
information nécessary to implement his responsibilities

under these procedures upon the express approval of the

Attorney General.

*

Electronic communications egquipment means any
equipment capable of undetected interception of electronic
or oral communications, except when such equipment is used
solely to intercept communications on broadcast, citizens,
or amateur bands'provided that, except for intercepts of
public broadcasts, there is no divulging of the contents of
any such communication to any other person.

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4



i
Approved For-Belease 2001/0 é) CIA RDP81-00142R000300020006-4

25X1A

MANAGEMENT

|

PROCEDURES RELATING TO UNCONSENTED PHYSICAL SEARCHE:
ABROAD

Procedures approved by the Attorney General
relating to unconsented physical searches abroad are:

1. ''"The phrase 'unconsented physical search'
meanéjé physical intrusion upon or search of a person or the

person's property or pogsessions for purposes other thar
%

placing an electronic surveillance device, without the
"knowledge or$¢onsent of the person or, in the case of property
or possessioné, of another individual who has authority to
consent to such a search.'

2. '"Except as hereinafter provided, no unconsented
physical searches of the persons or property or possessions
of United States persons will be conducted abroad by CIA
without the prior express approval of the Attorney General.
No force or violence against any United States person or
threat thereof shall be used to effect any unconsented
physical search. Request for approval of an unconsented
physical search will be made by the DCI or Deputy DCI, it
thé DCI delegates this authority to him, and shall provide
facts and circumstances relating to the proposed unconsented
physical search. These shall include the facts and circumsteances

supporting a reasonable cause to believe that the United

Approved For Release 2001/09/01 : CIA-RDP81 00142R000300020006-4
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States peréon at whom or at whose property or possessions

the search is directed is an agent of a foreign power or

foreign terrorist group; the facts and circumstances relatinag

to any intrusion which might occur upon the property or
possessions of any other person; and the facts and circumstan:es
supporting a reasonable cause to believe that the informatiosn
soughﬁxis foreign intelligence or counterintelligence which

cannot ‘reasonably be obtained in a less intrusive manner.'

3. '**The only information from unconsented
",

phyéical searches directed against United States persons

abroad retaiﬁgd or disclosed by CIA shall be foreign intelligance
or counterintelligence, except that other information,
incidentally gathered, indicating involvement in activities

which may be in vioclation of law may be disclosed to appropriazte
law enforcement agencies.''

4. '"'"Wwhen, in emergency situations, the time
required to secure the prior approval of the Attorney Generai
would cause failure or delay in obtaining foreign intelligenc:
or counterintelligence and such failure or delay would
result in substantial harm to the national security, senior
CIa officials abroad, designated ir writing by the Director
of Central Intelligence, may authorize an unconsented physical
search to be directed against a United States person abroad,
or against the pfoperty or possessions of such a person, who

there is reasonable cause to believe is an agent of a foreign
N

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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power or foreign terrorist group. The Attorney General
shéll immediately be notified of any emergency search, the
circumstances surrounding its authecrization, and the results
thereof. Searches conducted pursuant to any such emergency
authorization are otherwise subject to the procedures outlined
herein."''

5. '"Nothing in these procedures shall be taken
as reé;ricting whatever lawful authority CIA officers and

employees may have, in common with all other citizens or
.,

persons,.to take emergency action to protect a person whose
life or saféty is in immediate danger.''

6. In addition, all searches reqgulated by these
procedures must also conform to the reguirements of Presidential

Directive NSC-19 (25 August 1977).

ﬁ& "'"The definitions of Section 4—%} Executive Order

l EZOBél shall apply to these procedures.''

Pal
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STATINTL

MANAGEMENT

- I

PROCEDURES RELATING TO COUNTERINTELLIGENCE ACTIVITIES
IN THE UNITED STATES

1. Procedures approved by the Attorney General
relating to CIA counterintelligence procedures are:

a. ''CIA may request the Attorney General to
approVé CIA counterintelligence activities, in coordination

with the FBI, within éhe United States. Such request shall
.,

be forwaided through the FBI and shall include: the target
of the counﬁé;intelligence activity to be conducted by CIA;
the information or object which is sought to be obtained or
accomplished; the reasons why the CIA rather than the FBI
should conduct the activities; and the views of CIA as to
why the National Security Act of 1947 does not prohibit such
activity in the United States. The FBI shall submit such
regquests to the Attorney General with its comments and
recommendations. '

b. '*Any FBI request for CIA participation in
counterintelligence activity conducted by the FBI shall be
submitted to the Director of Central Intelligence. If

approved by him, the process for Attorney General approval

set forth above will then be followed.''

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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2. Any regquest from DoD for assistance in U.S.-
based counterintelligence operations directed against
foreign intelligence targets must be approved in accordance

with paragraph c(3) (b) of this regulation and be coordinated

with the FBI and approved by the Attorney General in accordan:

with paragraph 1a of this Annex.
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STATINTL
MANAGEMENT

«= [
r REQUIRED PROCEDURES REGARDING ASSISTANCE TO OR
FROM OTHER GOVERNMENT COMPONENTS
1. Responsible Agency otfficials may approve a
request for assistance to or from another government componen:
in the following circumstances, consistent with this regulation,
Execﬁ#%ve Order 12036, and other applicable law, order,

directive, or regulation:

:' “w.

a. Activities in which CIA is explicitly author:z.d
to engage byFExecutive Order 12036, NSCID's, DCID's, or
paragraphs 1ék3)(b) through (h) of this regulation.

b. Third agency dissemination.

C. Preparation or dissemination of information
analyses or reports concerning foreign phenomena and foreign
personalities.

d. Security clearances and related information
under Executive Orders 10450 and 10865.

e. Employment references.

2. A request for any other type of assistance
(whether administrative, financial, logistical, operational,
or intelligence support) shall be forwarded by responsible
officials to their Deputy Director or Head of Independent
Office for approval, accompanied by the following information:

a. A description of the activity and the assistan-e

‘ requested.
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b. The anticipated duration and frequency of the
r‘_assistance.

c. All organizations involved in the activity.

d. The rationale for the activity and the assistance.

e. All anticipated Agency financial and manpower

requirements.
f. The Agency official to be contacted for
furtheé information and the Agency official responsible for

the performance of the activity or the assistance.
L,

g. The concurrence of the Director of Finance
when the asé%Ftance involves an Agency financial commitment
or the advanaé, reimbursement, receipt, or expenditure of
funds.

3. Deputy Directors and Heads of Independent
Offices may approve a request for assistance so long as
there is precedent for it, it is of a type determined
previously to be legal and proper, and it has no serious
policy or resource implications such as:

a. Establishing significant new policies or
suggesting the desirability of new policies.

b. Requiring reports to, or approval from, the
Office-of Management and Budget.

C. conflicting or overilapping with agreements
with othexr U.S. Government agencies.

d. Involving complex, sensitive, or important

Lﬂp matters which should be made known to the Director of
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Central Intelligence.

e. Requiring reprogramming or reallocation of
funds.

f. Conflicting with the spirit of existing law
or policy even though technically appropriate.

4. Requests for assistance which have no precedani,
have not previously been determined to be legal and proper,
or hégé serious policy or resource implications shall be
forwarded by Deputy Directors and Heads of Independent

C
Offices to the Office of General Counsel for consideration.
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Memorandum For The Record:
FROM:

SUBJECT: Comments on DCI Changes to llR.

1. Re Page 3 - Deletion of the qualifying phrase
"serious or continuing'" in this refercnce to breaches of
security could lead to routine reporting of all security
violations to OGC. It would serve no purpose to have every
"open safe' violation brought to the attention of the
General Counsel. Only those cases giving rise to suspicion of
intentional security breaches (vs. human carelessness) should
go to OGC.

2. Re: page 19 - The language of subparagraph (9) is
a direct quotation from EO 12036. The Director's desire to
include reference to '"this regulation’ will have to be
accommodated in a slightly different manner, perhaps by adding
after the italicized quotation the unitalicized words '"or
by this implementing regulation." _

3. Re Page 29 - I assume "individuals being considered ijor

or holding security clearances or approvals'" include Contractor

personnel, but defer to OGC and OS.
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4. Regarding the DCI's question on signature; I would
suggest we provide an approval sheet on which he signs once
and thus approves the basic regulation and each of the

new annexes (specified).
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5 RUGISIB
MEMORANDUM FOR: Director of Central Intelligence
VIA: Deputy Director of Central Intelligence
FROM: John F. Blake
Deputy Director for Administration STATINTL
SUBJECT: Approval of HR [}

STATINTL

1. Action Requested: Approval of the attached revision of HR-
Restrictions on Intelligence Activities.

2.  Background: STATINTL
a. The proposed revision of HR- is resubmitted with a
synopsis at the begimming. The synopsls will be in bold face
‘ type when printed. Addition of the synopsis has permitted us
3 to abbreviate paragraph a(l) slightly.
STATINTL b. Concerning your question whether overhead recpnnaissanc:
may be mentioned in an unclassified regulation, the reference on
page 16 of the attached revision was taken directly from section
o 2-208(h) of Executive Order 12036. STATINTL
'&\* NBG S c. Recommendation: That you sign the attached revision of
HR
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MEMORANDUM FOR: Director of Central Intelligence

VIA: Deputy Director of Central Intelligence
FROM: John F. Blake
Deputy Director for Administration
c STATINTL
SUBJECT: ... Approval of HR
- STATINTL
1. Action Requested: Approval of the attached revision of IR -
Restrictions on Intelligence Activities.
2. Background:
, a. With the issuance of Executive Order 12036, a new version STATINTL
S{hﬁﬁﬁgﬁw' of HR articulating various restrictions on CIA's activities,
o becam essary. The attached revision, prepared by the Office

ASTTY a2
; :‘l\‘;!ﬁ{j?’\,&ﬁn&‘\h

of General Counsel, has been fully coordinated within the Agency.
It is one of the regulations which requires the signature of the
DCI rather than someone exercising delcgated authority.

b. As noted in the text, some of the annexes are fram the
old regulation and are to be used until we obtain Attorney General
approval for replacement ammexes.

c. The appearance of the regulation requires some explanation.
To facilitate publication the text is in double-spaced ETECS
(Electronic Text Editing System) format, which can be read by an
optical character reader. The red marks are instructions to the STATINTL
ETECS operator to insert brackets and asterisks where these are
required and to convert the underlined portions to italics. The
marginal arrows indicate where the text has been changed.

3. Recommendation: That you sign the attached revision of HR -

John F. Blake

Attachment: a/s

Approved For Release 2001/09/01 : CIA-RDP81-00142R000300020006-4
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